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Proprietary Information
This publication is copyright. Except as permitted by the Copyright Act, no part of it may in any form or by any
electronic, mechanical, photocopying, recording or any other means be reproduced, stored in a retrieval system
or be broadcast or transmitted without the prior permission of the publisher, Student Management Software
Solutions Ltd (SMSS).

All information in this publication is subject to alteration without notice. Although we endeavour to provide
accurate and timely information, we do not warrant its accuracy at the date it is received. SMSS owns the
copyright to all information contained in this publication except where the information has been explicitly stated
as being derived from other parties. Attribution to SMSS must be given to any information reproduced.

Intended Audience
SMSS Client IT staff who are responsible for the deployment of Artena.

Revision History

Description Revision date Version Author
Reviewed and updated 26 Feb 2015 2.0 Daniel Dixon
Final
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Prerequisites
1. Windows 2008 R2 SP1 or another operating system supported by SQL Server 2008 R2
2. SQL Server 2008 R2 (recommended: SP2)

Please refer to Microsoft’s minimum Hardware and Software Requirements for Installing SQL Server
2008 R2. (http://msdn.microsoft.com/en-us/library/ms143506(v=sql.105).aspx)

Additional Prerequisites
None
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Architecture

ArtenaBl uses a separate database to Artena. This guarantees the performance of both databases and allows for
better security and more flexible deployment scenarios. A reconciler component is used to keep both databases
in sync. (Note: optional Reporter and Cubes components shown here)

Staff Computer Web Server Computer Domain Controller
FIBr:st)/Iser' e Se.rve'r LDAP Active Directory
e / Identity Store
AMF
[ Artena Client ]4 Artena Server
Database Computer
Artena
Database
Database
i Database Computer
ArtenaBI
Client Computer Web Server Computer Database

Browser Web Server
(Flash Plugin) icati
AMF

[ Reporter Client ]4 Reporter Server

D nE TR R

Database Computer

ArtenaBl Cubes
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Release Package
The release package contains the following items:

e etl_packages
e sqgl_scripts
e wap_artena

Installation

1. Database
Create a new database on the database server with an appropriate name (for purposes of this guide we will use
the name ArtenaBl).

Execute the following scripts against the database in the order given below (there should be no errors)

e ArtenaBl_CreateScript.sql
e ArtenaBI_UpdateScript-XX.YY.ZZ.sql (Where applicable: run each script in sequence according to the
version number)

2. ETL
The ArtenaBl ETL is comprised of three files:

e ArtenaBl.dtsConfig (the ETL configuration)
e ArtenaBl.dtsx (the ETL package)

ArtenaBIL.SSISDeploymentManifest (the deployment utility, for SQL Server deployments2.1 The
Configuration File

The ArtenaBl configuration file is an XML document defining the various options that may be enabled or
disabled for the ArtenaBl process. This file may be edited in a text editor.

Name Purpose Default Value
source_server The server that hosts the Artena (local)
database.
source_db The name of the Artena database. Artena2008
dest_server The server that hosts the ArtenaBl (local)
database.
dest_db The name of the ArtenaBI database. ArtenaBl
revenue To enable/disable the Course, False
Programme and Miscellaneous Revenue
calculation.
reporter To enable/disable the processing of False
various data sets to support Reporter.
process_epis To enable/disable the extraction of SDR True
data and to make use of it to calculate
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the EPIs

cubes To enable/disable the processing of the
ArtenaBI Cubes.*

False

cubes_server The server that hosts the ArtenaBl Cubes
database*

(local)

cubes_db The name of the ArtenaBl Cubes
database.*

ArtenaBICubes

*Applicable only to ArtenaBI Cubes users.

2.2 The ETL File

Create the job

Create a SQL Server Agent job with a single step of type SQL Server Integration Services Package.

IEg 70b Step Properties - Run ETL H=] E3
Selecta S Serpt - u Help
1% Gereral
_’@' Advanced Step name:
|RunETL
Type:
ISQL Server Integration Services Package j
Run as:
ISE!L Server Agent Service Account j
Set values I Werification I Command line I
Package | Configurations I Command files I [Data zources | Execution options I Loggingl
Package source: 5515 Package Store =]
Server j
—Log on to the server
% Uze Windows Authentication
& lse SHL Server Authentization
Uzer name: I
Pazsword: I
Server
SMS5wWkSTES Package:
Cannection: \M5DE Artenat D
SMS54Dan
¢ View connection properties
ext | Previous |
ar. | Cancel |
ZIAdd the

Configuration file to the step.

© 2015 Student Management Software Solutions Ltd Page 7 of 20

ArtenaBl Deployment Guide




[ Job Step Properties - Run ETL

Selectapa =8 Seipt = [ Help
12 General
1 Advanced Step name:

[Fun ETL

Type:

ISDL Server Integration Services Package

Fiun az:

I SOAL Server Agent Service Account

Set values | Werification I Command line I

Configuration files:

' Package Configurations | Command ﬁlesl [ata zources I E xecution uptiansl LDggingI

C:A\UsershD ansDesktoph07.00.00-RT SYETL WArenaB . dtzCanfig

Connection

Server
SMSSWESTES

Connection:
SMS554%Dan

¢ Wiew connection properies

=

N

3
-

Add | Femove |
Ready
[t | Frevious |
ITI Cancel |
A
Click OK.
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Schedule the job
Schedule the job to meet your business requirements.

. m MNew Job Schedule | o | E 2 .|‘

Mame: Daily Run | Jobs in Schedule ‘
Schedule type: | Recuring ~| [¥] Enabled
Oneime occumence
Date: 7022014 - Time: 1010 pm. £
Frequency
Oceurs: [W&eld}r ,]
Recurs every: 1 | weekis)on
Monday Wednesday Friday Saturday
Tuesday Thursday Sunday
Daily frequency
@ Occurs once at: 10:00:00pm. |2
i) Ocours every: |'I . | |hu:uur[s}l v| Starting at: 120000 am.
Ending at: 1159589 pm. =
Duration
Start date: 7022014 [E () End date: 7022014
@ Mo end date:
Summary
Description: Occurs every week on Monday. Tuesday, Wednesday, Thursday, Friday, Sunday at 10:00:00 =
| oK || Cancel || Hep |




Appendix One: Artena BI Cubes Configuration

Database
e Open a connection to the Analysis Server.
e Open a XMLA query window on the server.
e Execute the ArtenaBlCubes.xmla script against the server.
e Add the local service as an administrator on the server:

Select a page i ) =
_ Script - Help
= General ; U8
1 Language/Collation
_’%"‘ Securty The server administrator role is used to grant server-wide security privileges to a user or a group of
users.

Server administrators:

NT AUTHORITY\LOCAL SERVICE |

e Configure the data source for the ArtenaBl Cubes database to point to the ArtenaBI database:
e Ensure ArtenaBl.dtsConfig is pointing to the ArtenaBl Cubes database on the cubes_db line

Object Explorer -1 X SQLQuery51.sql - 5...8.weltec (sa
Connect~ &2 44 £| £
T [b srmsswhkstd0hmssgl2008 (5QL Server 10501600 - sa)
T [_E testwihestd5 (SQL Server 10.50.1600 - =a)
= JB smsswhkstdlhmssgl2008 (Microsoft Analysis Server 10.50,1600.1 - SM55

- 1 Databases

= | Awared
= Data Sources

v+ W2KSEONE - ArtenaDW |

1-:# Data Source Properties - W2KSECONE - ArtenaDW

;S Script - Lj Help

Select a page
%A General

W2KSEONE - AttenaDW
W2KSEONE - AtenaDW

Description
Create Timestamp 207/2013 121159 pm.
L3zt Schema Update 18/10/2013 1:.07:03 p.m.

Provider=SQLMNCLI.1;:Data Source="
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Appendix Two: Artena Bl Reporter Configuration

1. Accounts and Groups

1.1. Service Account
This is a domain user account that is used to run the IIS Application Pool or the Apache Service and connect to
the database.

For the purpose of this document “test\artena” is used.
To create a new domain user account use the Active Directory Users and Computers tool.

Give the account an appropriate name, for example, abireporter. Clear the User must change password at next
logon and select Password never expires.

Use a strong password for the account. Strong passwords should include at least seven characters with a mixture
of uppercase and lowercase letters, numbers, and other characters such as *, ?, or S.

1.2. Reporter Security Group

This is a domain user group used to authorize access to Reporter. Only users that are members of this group are
able to login into Reporter. The name of the group is not important. It is commonly referred to as the "Artena
Group" or "Artena Security Group".

2. Database
Execute the following scripts against the ArtenaBI database in the order given below (there should be no errors)

e Reporter_CreateScript.sql
e (Optional) AwarelLite_MigrateScript.sql
o Only run this if you were previously a user of AwarelLite.
o For this script to function correctly your Awarelite database must be on the same server as your
ArtenaBl database and must be named Awarelite.
e ArtenaBl_UpdateScript (Run each script in sequence according to the version number)

3. ETL
In the ArtenaBl configuration file (ArtenaBl.dtsConfig) set the reporter flag to True.
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4. WAP - Web Server and PHP Setup

4.1 Unpacking the release

There are two versions of the web application:

e reporter_ion - PHP files encoded for ionCube Loader

This version is for use with Apache and the Thread Safe (TS) PHP Apache module.
e reporter_zgl - PHP files encoded for ZendGuard Loader

This version is for use with IIS and the Non-Thread Safe (NTS) PHP FastCgi module.

Note: Although it is possible to run PHP NTS as FastCgi under Apache and PHP TS as ISAPI module under IIS, it is
recommended to use the combinations listed above.

Extract the package and place the web application files that match your web server and PHP version within the
existing WAP structure on C: drive. This should result the following folder structure being created.

Cs
|-- wap artena
| -- reporter
| |-- private
| |-- file temp
| == logs
| ‘—-- server
| |-- conf
| N

|

|

|

|

|

| ‘—— public
| | -- docs

| ‘—-- server

|-- wap

\ | -— apache

\ "-- php

| |-- x.xX.xX-nts
| |-- x.x.xxX-ts
\ |-- logs

| |-— sessions

\ -- temp

- WWWwW

4.2 Assign file system privileges

< Read & Execute, List Folder Contents, Read

<
<

AN ANANANAN

Write
Write

Write
Write
Write

(Temporary files)
(Application logs folder)

(Application configuration and admin scripts)
(Some directories not listed for clarity)
(Reporter Client application files)

(Reporter help documents)

(Reporter Server application files)

The test\artena service account must be given the privileges as indicated above. The Read & Execute, List
Folder Contents, and Read permission should apply recursively. Additionally the PHP logs and temp folder
require Write permissions, as does the Reporter file_temp and logs folder.

© 2015 Student Management Software Solutions Ltd
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4.3 Web Site Setup

4.3.allS 7, 7.5 - Website Setup
If the website is dedicated to Reporter, then you can simply change the Default Web Site's physical path to
point to the C:\wap_artena\reporter\public folder.

™E Internet Information Services {II5) Manager _ |8 x
@ o @) TesTwsm b Stes » Defautwenie | < @
Fie View Help
@ i | Default Web Site Home
- 1218 2 Explore
8 Start Page = - Edit Permissions. .
-85 TESTWS02 (TESThadrmiristrator) LA - (e - (Eshow Al | Srounby: Area - El- =
(2} Applcation Fools us it ont e
6] Sies _ . Bindings
— _ — - - n o -
D) Default web site o P n| = E L iy T i = %@ﬂ 3 Bissic Settings...
&b g e & = 2 H = s 7 & o B e senee.
Authentication <Gl Compression Default Directory  ErrorPages Failed Request  Handler  HTTR Redirect HTTR Logging MIME Types Modules Output “iew Applications
Document Browsing TradngRules  Mappings Respo.. Caching “iew Virtual Directories
= | Edit Site [7] Manage Web Site A
o= .
Request 5L Settings Sits narie: Applization pool: 2 Restart
Fikering [Dsalt web ste [pefakapppoal Select... > 3
® sop
Management Browse Web Site

Physical path:

D [i\wap_artenalawarslicelpublic om
Pass-through authentication
Configurstion Advanced Settings...

Edior Comnect as... | Test Settings... = |
Configure
Failed Request Trating. .
Limis...

@ rep

Oniine Help

Browss 10.1,1,76:80 (Htp)
Browss 10.1,1,76:443 (https)

While setting up WAP you would have already setup and configured
e a FastCgiModule mapping for PHP
e a FastCgi application
e Application Pool identity
e Anonymous authentication

Reporter can also be setup as
e a Website
e an Application within the Default or another Website

Add Application |

Site name:  Defaulk Web Site
Path: i

Alias: application pool;

I.ﬁ.wareLite IDeFauItP.ppP'l:u:nl Select, ., |

Example: sales

Pheesical path:

IC:'l,wap_artena'l,awarelite'l,public| v

Pass-through authentication

Conneck as... Tesk Settings. .. |

| Ik I Cancel |

e a Virtual Directory within the Default or another Website (not recommended)
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4.3.b Apache 2.4 - Website Setup
No special group membership required.

e The test\artena service account must be set as the account the Apache service runs under.

4.3.b.1 Create and Configure the Reporter Virtual Host
Copy the C:\wap_artena\wap\apache\conf\conf.d\Reporter.conf.dist file to

C:\wap_artena\wap\apache\conf\conf.d\Reporter.conf
Edit the C:\wap_artena\wap\apache\conf\conf.d\Reporter.conf virtual host configuration file

1 # _ipaddress_ HESSSEERREARERARERARERANHERSHERS RS RERSRERRREERRRERRHEARRARERS
2 Listen _ipaddress_:80
3

4 <VirtualHost _ipaddress_:80>

5 DocumentRoot "C:/wap artens/awarelites/public”
[ ServerName _ipaddress or domainname
7 ErrorLog logs/awarelite-error.log

=] Customlog logs/awarelite. log common
=} Titweout 300

10 Eeeplhlive On

11 EeeplliveTimeout 300

iz MaxFeeplliveRegquests 100

13

14 <Directory "/

15 Options None

16 L]llowCrrerride MNone

17 order allow,deny

15 Allow from all

19 </Directorys
20 </VirtualHost»>

21

22 Listen _ipaddress_:443

Z3

24 <VirtualHost _ipaddress_:343>

25 DocumentRoot "C:/wap artens/awarelite/publics”
Z6 ZerverName _ipaddress_or_domainname

27 Errorlog logs/awarelite-error. log

28 Custowlog logs/awarelite-access. log common
z9 Timeout 300

30 Eeepllive On

31 KeephliveTimeout 300

32 MaxKeeplliveRequests 100

33

34 <Directory "/">

35 Options None

36 LllowCrerride None

37 Order allow,deny

38 Lllow from all

39 </Directorys

40

41 353LEngine on

4z 33LCipher3uice ALL:!ADH: 'EXPORTS6:RC4+RSL:+HIGH: +MEDIUHM: +LOW: +55LvE : +EXP 1 +eNULL
43 Z3LCertificateFile conf/ssl.crt/server.crt

44 F3LCertificateKeyFile conf/ssl.key/server.key

45 #33LCertificateChainFile conf/ssl.crt/oa.crt

45 #33LCACertificatePath conf/ssl.crt

47 #3SLCACertificateFile conf/ssl.crt/ca-bundle.crt
45 #33LCARevocationPath conf/ssl.crl

42  #33LCARevocationFile conf/ssl.crl/ca-bundle.crl
50 #SSLVerifyClient require

51 #33LVerifyDepth 10
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Replace all instances of _ipaddress_ with the IP Address dedicated to Reporter.
Replace the all instances of _ipaddress_or_domainname_ with the IP Address or Domain Name.
Replace the server.crt and server.key with the certificate and key for your server.

Restart the Apache Artena service for your changes to take effect.

Configuration

1. Reporter Application Configuration
Reporter uses the configuration for database, file storage, reports, and email settings. Configuration options are
set in the C:\wap_artena\ArtenaBI\Reporter\Server\private\server\conf\config.php application configuration

file. Please take care when editing.
On initial setup copy the C:\wap_artena\ArtenaBIl\Reporter\Server\private\server\conf\config.php.dist file to

C:\wap_artena\ArtenaBI\Reporter\Server\private\server\conf\config.php

Edit the C:\wap_artena\ArtenaBIl\Reporter\Server\private\server\conf\config.php application configuration
file and configure the application for your environment.

When upgrading, read the Release Notes, and compare the new config.php.dist with your active configuration
and merge the changes as required. (New configuration options may have been introduced, or existing ones
removed/renamed.)

1.1. Configuration Options
All Reporter configuration options are detailed in the Configuration Options Table in the following layout/format

//section comment(for visual grouping)
option_name Option description

Allowed Values:

valuel

value2

or

An explanation of the allowed values.

Example (Syntax):
sample value

Detail:

The Reporter configuration options are listed in the table below
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Configuration Options Table

//global

PRODUCTION_SERVER
DEBUGGING_ENABLED

//databases
databases

Global Reporter configuration

Allowed Values:
PRODUCTION_SERVER = true/false
DEBUGGING_ENABLED = true/false

Example (Syntax):
if (\defined('"PRODUCTION_SERVER')) define('PRODUCTION_SERVER), false);
if (\defined('DEBUGGING_ENABLED')) define('DEBUGGING_ENABLED, true);

Detail:

PRODUCTION_SERVER should be set to true in live environment.

Debugging can be enabled in order for the application to log debug and error
messages.

In production, messages passed back to the client are filtered, in order not to
reveal sensitive information.

The database configuration settings for the ArtenaBl database.

Allowed Values:

Mandatory:

driver => sqlsrv

dbhost => (local), hostname, or IP address

dbname => the name of the database

Optional:

username => the username to connect with

password => encrypted password

drivername=>SQL Native Client or SQL Server Native Client 10.0

Example:
Scfg->databases = array (
'reporter' => array('driver' =>'sqlsrv', 'dbhost' => '(local)', 'dbname’' =>
'ArtenaBl')
);

Detail:

Both username and password configuration options must be present and not
blank in order to use username and password authentication. Keep the database
configuration on one line as per the example.
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auth_provider

The authentication provider to use.

Allowed Values:
Idap

Example:
Scfg->auth_provider = 'ldap’;

//site information
site_name

mail_provider

The site name to use for email subject lines.

Example:
Scfg->site_name = 'Artena’;

Provider that is used to send emails.

Example:
Scfg->mail_provider = 'smtp';

smtp_host IP Address or hostname of the SMTP server.
Example:
Scfg->smtp_host = '192.168.0.3';
smtp_port SMTP port is optional. Can be used if SMTP server is listening on a non-default

port.

Example:
Scfg->smtp_port = '25';

smtp_username

Optional username if SMTP authentication used to send emails.

Example:
Scfg->smtp_username = 'root’;
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smtp_password

Encrypted password of the account used to authenticate and send emails.

Example:
Scfg->smtp_password = '"ABCXYZ=',

Detail:

Password must be encrypted using encrypt_password.php command line file.
To do so run run_script.cmd batch file and enter encypt_password.php when
prompted, then enter the password, and use the generated encrypted value.

//security
maintenance_mode

from_name From name to use when sending emails.
Example:
Scfg->from_name = 'Reporter’;
from_email Email address of the account used to authenticate and send emails.

Example:
Scfg->from_email = 'reporteruser@server.domain’;

In maintenance mode only the user specified by the maintenance_mode_user
configuration option is allowed to login and perform operations.

Allowed Values:
true or false

Example:
Scfg->maintenance_mode = true;

Detail:
Default is false.

maintenance_mode_user

The username of the user allowed to login and perform operations in Reporter
during maintenance mode.

Example:
Scfg->maintenance_mode_user = 'AA";

session_timeout

Time out for a session in minutes

Example:
Scfg->session_timeout = 30;

Detail:
Value is in minutes.
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Idap_host IP Address of Idap Server
Allowed values:
IP address
Example:
Scfg->ldap_host ='10.1.1.120";
Idap_domain Domain Name of Ldap Server

Allowed Values:
Domain name

Example:
Scfg->ldap_domain = 'test’;

Idap_base_query

Fully qualified domain name for Idap

Example:
Scfg->ldap_base_query = 'DC=test,DC=domain’;

Idap_application_group_name

Example:
Scfg->ldap_application_group_name =
'CN=ArtenaGroup,0U=Groups,DC=Test,DC=Domain’;

Idap_login_name_attribute

Example:
Scfg->ldap_login_name_attribute = 'sAMAccountName';

Idap_memberof_attribute

Example:
Scfg->ldap_memberof_attribute = 'memberOf’;

Idap_display_name_attribute

Example:
Scfg->ldap_display_name_attribute = 'cn’;

Idap_sync_user_loginname

Example:
Scfg->ldap_sync_user_loginname = 'AA";

Idap_user_in_group_method

The method used to determine if a user belongs to a group.

Allowed Values:
userinfo or searchfilter

Example:
Scfg->ldap_user_in_group_method = 'userinfo’;
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Detail:
This setting is optional. If not set userinfo is used by default.

Idap_use_ssl Connect to the Idap server with secure LDAP.

Allowed Values:
true or false

Example:
Scfg->ldap_use_ssl = true;

Detail:
This setting is optional. If not set false is used by default.

The server must support LDAPS connections.

//file management
temp_directory Directory for creating temporary files.

Example:
Scfg->temp_storage = 'D:\\path\\to\\file_temp\\';

//help docs
docs_root Contains the Reporter Help Docs content.

Example:
Scfg->docs_root = 'D:\\path\\to\\docs_root\\’;
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