Capture Artena Session Using Charles Proxy
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Overview
To help diagnose errors in Artena, clients are encouraged to use Charles, a web debugging proxy
http://www.charlesproxy.com/, to capture details of the session when an error happens and to pass
this to SMSS for analysis.

This document provides background information about:

e  Why we want to use Charles
e Deciding how to install Charles and capture sessions
e |Installation instructions

Why use Charles

Users of Artena have experienced unexplained errors which force them to repeat work and are a
serious source of frustration. These errors result in a Fatal Error dialogue box appearing on screen
and have been called fatal errors as well as random errors. The message in the Fatal Error box is
“error”. Please note other legitimate error messages also appear in this dialogue box and are not
related to this problem.

Random errors are difficult to replicate and therefore difficult to fix. SMSS developers have had very
limited success repeating errors that have been reported by users but have now identified a
potential solution for the problem. This solution is available in a development build for users to look
at and SMSS will include the code in Artena 9.4.2 which will be available for User Testing on
September 17™.

If Charles can be used during testing to capture any random errors it will help diagnosis considerably.
SMSS has identified that when a random error occurs if the browser is not restarted then the same
keystrokes will result in the same error. Consequently Charles can be started after the error occurs
and if the same keystrokes are repeated the error details will be captured.

How to install Charles
Full details on downloading and installing Charles are available from the website
http://www.charlesproxy.com/.

To help your assessment of the product SMSS notes that Charles can be installed on individual
machines or on a central server and this capability may steer your decision on who captures a
session.

Please note Charles is not a production caching proxy and must be used with care. It utilises system
resources and while recording sessions will use up memory until it runs out of it.

The free version runs for 30 minutes which is more than enough time to capture a specific error.
Installing centrally

We imagine the process to be something like this:
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IT staff set up Charles on a central server
User encounters a random error
User contacts IT staff and they turn Charles on and start recording
IT staff advises user Charles is running
User configures their browser to use Charles proxy server
User repeats actions causing the error to occur again
User advises IT staff that error has been repeated
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IT staff saves the session with the captured error and turns Charles off

User configures their browser for business as usual and restarts the browser and
continues their work
j. IT staff sends Charles log and user details to SMSS

Installing locally
We imagine the process to be something like this:

a. Charles setup on the client machine

o

User becomes familiar how to use it, how to record and save a session and checks that
they can record a session

User encounters a random error.

User turns Charles on

User repeats actions causing the error to occur again

User saves the session with the captured error and turns Charles off
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User restarts the browser and continues their work

Installation instructions
There are different ways to configure Charles.

2. 1. On Individual Machine (local Machine)
2.1.1. Set up
2.1.2. Check the settings
2.1.3. Save
2.1.4. Clear
2.1.5. Using SSL
2.1.6. Check the result
2.2. On web Server(Centralized)

2.2.1. Set up
2.2.2. Check the settings
2.2.3. Set up Proxy Server on the hosts
2.2.4. Save
2.2.5. Clear
2.2.6. Check the result
2.3. Other Options (Using Access Control Settings)

2.3.1. Set up
2.3.2. Check the settings
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2.3.3. Add range of hosts to use one instance of Charles

2.3.4. Set up Proxy Server Settings on individual machines.
2.3.5. Save

2.3.6. Clear
2.3.7. How to check the result

2.1 On Individual Machine: Home

2.1.1. Run the set up programme provided to install Charles trial version on desired local
machine/server. Keep Charles open when needed.

2.1.2. Make sure windows and Mozilla fire fox settings are enabled after installed.

o click Proxy->Proxy Settings->Windows.

&' Charles 3.6.3 - Session 1 °

[Fle Edit View Proxy Tools Window Help
A EEL RO AR
Structure'Sequemel

--ﬁ http:/fwww.adobe.com
& hitp://wwwimages.adobe.com

=R N http://192.168.0.245
® Proxy Settings

¥ Enable Windows Proxy

¥ Use HTTP Proxy
™ Use SOCKS Proxy

¥ Enable Windows Proxy at starftup

o click Proxy->Proxy Settings->Mozilla fire fox.
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Fle Edt Vew Proxy Tools Window Help

- a = L RSO R e S
Structure'Sequeme|
=@ http://www.adobe.com
B hitp://wwwimages.adobe.com
RS http://192.168.0.245
[ s ssebonng s gogecam
& http://safebrowsing-cache.google.com - .
Proxies | Options| SSL | Windows |
" Enable Mozila Firefox Proxy

| Use HTTP Proxy

[~ Use SOCKS Proxy
[+ Enable Mozila Firefox Proxy at startup
™ Manually choose profie path

2.1.3. To save the session, click on Save.

2 Charles 3.6.3 - Session 1 *

Fle Edt View Proxy Tools Window Help

|k || KT 4] o %] @S] 7] %|&

| 2

Structure |Sequence|
=i http://192.168.0.245
=+ server/
----- A gateway.php (5)
""" A gateway.php (ARTENA_Plus.Modules.Appiication.DB.SRV_APPLICATION.login)
----- A gateway.php (ARTENA_Plus.Modules.Appiication.DB.SRY_SECURITY.getUserSecurity)
A gateway.php (ARTENA_Plus.Modules.SecurityAdmin.DB.DataSet.DS_ROLE_COMPOSITE. Retrieve)

2.1.4. Right click on the session that user wish to record and click Clear Others which clear all
unwanted sessions.
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Structure | Sequence |

Overview |Summary | Chart |

-4 http://www.adobe.com

- http://wwwimages.adobe.com

&) Copy URL
&) Copy URLs
HEl save Al..
55 Repeat

& Validate

5 Repeat Advanced...

lodules.Application.DB.SRY_APPLICATION.login)
lodules.Application.DB.DatasSet.DS_LOOKUPS.Retrieve, AF
lodules.SystemManager.DB.DataSet.DS_AUXUDA_TREE.F
B804-A3E8-FDB8-C2A3-000021413375 (5)

L4 Sort By Name
&7 Expand Al
= Collapse Al

804-A3E8-FD88-C2A3-000021413375 (ARTENA_PIus.M
BE04-A3ES-FDB88-C2A3-000021413375 (ARTENA_Plus.M
BB(4-A3EB-FD8B-C2A3-000021413375 (ARTENA_PlUS.M

< Ignore
T Clear

W Clear Qthers

Breakpoints
No Caching
Block Cookies
Black List
Client Process

Map Local...

Map Remote...

Name |
----- Host http://1
..... Path }.f
Notes
E-Requests 8
- Completed 8
-~ Incomplete 0
- Failed 0
E-Timing
- Start 7/06/1z
~End 7[06/1z
- Duration 6.15 se
~Requests /sec  1.30
- Durations 6.10 se
- Latency 6.07 sei
- Speed 19.87 K
#Request Speed  496.50
& Response Speed 9,318.7

=-Size

- Requests 9.43 KB
- Responses 111.83
E-Combined 121.26

- Compression 63.9%
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Home

2.1.5. If the application/s Uses SSL Proxy Server then add host/s to SSL Proxy in Proxy Settings.

Otherwise skip this step.

Choosing Hosts to SSL Proxy

o You must specifically identify the host names you want to enable SSL Proxying on.
The list is in the Proxy Settings-> SSL tab. You can also right-click on a host name in

the structure view and turn on or off SSL Proxying.
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B pProxy Settings
Proxies | Options  SSL IWTndows' Mozila Firefox |

Charles can show you the plain text contents of SSL requests and responses. Or
listed below wil be proxied. Charles will issue and sign SSL certificates, please pres:
more information.

¥ Enable SSL Proxying

[™ Use a Custom CA Certificate

x|

~Locations

Host: [10.1.1.231 —

Port: [443|

Empty fields match all values. Wildcards * and ? may be
used. See the Help for more information.

ok | cancel | Hep |

Add | Remove |

[ox ]
x|

| windows | Mozila Firefox |

Charles can show you the plain text contents of SSL requests and responses. Onby the locations
listed below will be proxied. Charles wil issue and sign SSL certificates, please press the Help button for
more information.

¥ Enable SSL Proxying

™ Use a Custom CA Certificate

| Choose |

~Locations

¥ 10.1.1.231:443

Add Remowve |

ok | cancel | Hep |

Home

o After adding a host name to the SSL Proxying list you may need to restart Charles
for existing browser sessions to change.

o If you want to SSL Proxy all host names then enter * into the host names list in the
Proxy Settings-> SSL tab.
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Trusting Charles's SSL Certificates

o Charles generates its own certificates for sites, which it signs using the Charles
CA Certificate. You will see a warning in your browser, or other application,
when it receives that certificate because the Charles CA Certificate is not in your
list of trusted root certificates.

2.1.6. Log on to Artena and make sure Charles is recording the sessions.

Edit View Proxy Tools Window Help

| E 16 = Tl VARSI YRR b AL
Structure |Sequence|

SR Ahtips://10.1.1.231
=l SWArtena121/

B images/

= styles/

=i server/

A swartena.gateway.php?sid= (5)

- A swartena.gateway.php?sid= (SWArtena.SRY_APPLICATION.getSessionld)
A swartena.gateway.php?sid=41B87157-83EB-5B88-D32D-0000374FC43A (5)

A swartena.gateway.php?sid=41B87157-83EB-5B88-D32D-0000374FC43A (SWArtena.SRV_SITECONTENT.getCont
----- ) =default=

----- "1 AC_DETags.js
""" 11 AC_OETags.js
""" 1 SWiArtena.swf
-4 favicon.ico

2.2. On Web Server (Centralized) Home

2.2.3. After Installing Charles on the web server,

o Set up the proxy settings on the other hosts to the one (web server) that
Charles instance is running on. to do this, open the browser that you wish to run
your application. locate LAN Settings-> Proxy Server.

For example, in IE (8.0)

Click on Tools-> Internet options ->Connections tab->click LAN Settings->under
Proxy Server.
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EUrrert:
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o Click Advanced-> Set up the server->click ok. something like this.

= Blank Page - Windows Internet Explore
- -
4l Internet Options 7| x|

il L ocal Area Network (LAN) Settings x|
— [ Automatic configuration i |
Automatic configuratic S8 F=E Xl -
the use of manual set
- Servers
[~ Automatically dete |
& . Type Proxy address to use Port
[~ use automatic cor | 4y =
sddress I HTTE: Ilt].l.l.lt]ﬁ : |aaaa
Secure: I 3 I
r Proxy server
F Use a proxy serve FTP: I . I
dial-up or VPN cor
Socks: :
Address: I I I
[~ Bypass proxy ¢ [~ Use the same proxy server for all protocals
- Exceptions
Q-; Do not use proxy server for addresses beginning with:
e
Local Area Metwork (1 ;|
LAN Settings do not
connections. Choose LI
settings. Use semicolons ( ; ) to separate entries.
OK | Cancel |
oK Cancel Aol

o Try running the application and check whether Charles is recording the session.

2.2.6. Check the result:
1. Make Sure the Charles is recording the sessions for different machines.

Note: You may get warnings (mostly one time) when different hosts are trying to access Charles. Just
click on Allow.

2. 3. Access Control: Home

Access control settings helps other hosts on your network to use Charles as their proxy; perhaps
you are testing from multiple computers and want to view results back in your one instance of
Charles.

2.3.3. Go to the machine that you want to monitor the results for multiple computers. click proxy
on menu-> Access Control Settings.
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Click Add-> You can enter individual IP addresses or IP addresses with subnet

masks. You can enter subnet masks as an IP address followed by the number of mask bits, eg.
192.168.0.0/16 or as an IP address followed by a subnet mask, eg. 192.168.0.0/255.255.0.0.

Charles 3.6.3 - Session 1 *
Fie  Edit View Proxy Tools Window Help

oo [ | [ (4] o (v @] S 7o | X|e
structure | Sequence |

- http://safebrowsing.dients.google.com
@@ http://safebrowsing-cache.google.com

B Access Control Settings

This access control list determines who can use this Charles instance. The
localhost (this machine) is always included. The default access control list is
empty, meaning that no one can use Charles except from this computer.

If wou would like to enable other machines to connect to this Charles instance
enter IP addresses below, eg. 192.168.2.35. You can also specify subnets, eg.
192.168.2.0/24, or to allow anyone to access Charles enter 0.0.0.0/0.

IP Range |

10.1.1.219/255.255.255.0

Add Remove |

OK I ‘Cancel

2.3.4. Make sure to set up proxy settings on individual Systems(hosts mentioned under range). To
check this.

Go to tools on your browser, find the Internet connections and set up the proxy server to
the one that Charles instance is running on.

For example, in IE (8.0)

Click on Tools-> Internet options ->Connections tab->click LAN Settings->under Proxy
Server.
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Local Area Network (LAN) Settings

CLIFFEr:
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o Click Advanced->Set up the server and click ok. something like this.

10.1.1.106

2.3.5. How to check the result:
1. Restart the Charles instance on the main system.
2. Try running the application on individual machines.

3. Make Sure the Charles is recording the sessions for different machines.
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